Safeguarding Children Online
Radicalisation and Extremism

Katy Potts, Islington
Penny Patterson, Havering
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 The Counter-Terrorism and Security Act
2015, came Into force on 1 July, puts a
statutory duty on schools to "prevent people
from being drawn into terrorism"

* |t specifies: "Being drawn into terrorism
Includes not just violent extremism but also
non-violent extremism, which can create an
atmosphere conducive to terrorism and can
popularise views which terrorists exploit”

& LONDON Havering education serv?




Extremism iIs defined as:

Vocal or active opposition to fundamental
British values, including democracy, the rule
of law, individual liberty and mutual respect
and tolerance of different faiths and beliefs.
We also include in our definition of extremism
calls for the death of members of our armed

forces

para 7 Prevent guidance
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1. Consideration of the global phenomenon of social media
and highly advanced use by extremist groups , including far
right and hateful content

2.The Risks posed to children in their online world
(Ofsted E-safety Content, Contact and Conduct)

’ TrendieUK - Trends ¥ & Follow

"Trending UK:06:12 PM GMT"
1. #JeSuisCharlie

2. #AskExposure

3. Valdes

4. #cbb2015

5. #StevieLAG

6. #KillAlIMuslims

7. Alex Neil

2 3 Vi

http://lwww.telegraph.co.uk/technology/11204744/\WWhy
-terrorists-and-far-Right-extremists-will-always-be-
early-adopters.html
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http://www.computerworld.com/article/3005494/social-media/social-
media-lights-up-in-grief-and-rage-over-paris-attacks.html
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Peace for Paris
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-7 Computing@islington

@katypotts
TWEETS FOLLOWING FOLLOWERS
2,101 1,272 931

Trends - Change

#ParisAttacks
2.27M Tweets about this trend

#MuslimsAreNotTerrorist
66K Tweets about this trend

Hollande Blames ISIS
Just started trending

Warren Mitchell
Started trending in the last hour

#ngaconf
Trending for 4 hours now

Islamic State
81.8K Tweets about this trend

#enquirymeet
Started trending in the last hour

Jaguar Land Rover
Just started trending

Nitish Kumar
Trending for 2 hours now

Third World War
Just started trending
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What's happening? (O]

Urban Teacher Retweeted

Douglas Reeves ©DouglasReeves - 18m

When leaders think silence = buy-in, it just means that the real debate is in the
parking lot, not in the meeting.

#satchat

Nadhim Zahawi Retweseted

ConservativeHome “ConHome - 17m
From @nadhimzahawi: The Paris attacks remind us how much we owe to the
intelligence agencies conservativehome.com/platform/2015/...

Nadhim Zahawi MP: The Paris attacks remind us h...

We must work with our European friends to stop these
killings anywhere these murderers plan them.

conservativehome.com

RETWEETS

LIKES

13 8

B020REEE"

5:02 AM - 14 Nov 2015 - Details

Hide summary

Reply to @ConHome @nadhimzahawi

Paul Perrin @pperrin - 15m
.@ConHome @nadhimzahawi Cameron and Co welcomed the terrorists into
Europe - we own Cameron the jibbet.

GigaLiving ©Gigaliving - 14m
@ConHome @nadhimzahawi
Why European civilisation is doomed:
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Safer East Sussex and 8 others follow

Lee Jackson @Stonewal _77 - Nov 15
MUSLIMS AROUND THE WORLD CELEBRATE THE ISLAMIC VICTORY (7) IN
PARIS, FRANCE In.is/www.youtube.co... via @YouTube

Michaél @michasl_al5 - Nov 15
@Matty Dreadzz themuslimissue.wordpress.com/2015/11/15/vid... deal with it !

Wiew summary

Patricia Bride @ PatriciaBride - Nov 15
Retweeted Pamela Geller (2PamelaGeller):

Watch VIDEO: Muslims around the world CELEBRATE the jihad victory in...
fb.me/BRZXOkmMS

Pritch @pritch1963 - Nov 14

Musrats in London yesterday!

@Bad_Sweary_Frog @appleofeden_3 @unicornsBE_jazz @FJE18 @MissPurpleb
@0h0h7 @0kKelly22

themuslimissue. wordpress.com/2015/11/15/vid...

Wiew summary

Matthew VanDyke follows

Tabitha Bliss ©@BlissTabitha - Nov 14
Video: Muslims around the world celebrate the jihad victory in Paris
themuslimissue. wordpress.com/2015/11/15/vid...

Wiew summary

JT Hatter @jthatter - Nov 14
Muslims around the world CELEBRATE jihad in Paris | Islamobarbarians are
everywhere you go. Look around. pamelageller.com/2015/11/watch-...
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Double UK funding to fight cybercrime to
£1.9bn over five years.

Islamic State is plotting deadly cyber-
attacks - George Osborne

@© 17 November 2015 UK
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George Osbome on cyber security
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How ISIS's $2B budget helps it recruit
Western teenagers to terrorism

® Updated 1123 GMT (1923 HKT) March 27, 2015 0 o
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http://www.bbc.co.uk/newsbeat/article/34854738/anony
mous-wants-you-to-try-hacking-islamic-state-sites---
heres-why-you-probably-shouldnt
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http://www.theguardian.com/world/2015/nov/14
/paris-attacks-european-leaders-link-terror-
threats-to-immigration

http://www.huffingtonpost.co.uk/2015/11/21/far-
right-parties-poised-to-exploit-post-paris-attack-
fears n 8612308.htm|?1448127801
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iolent / hateful
Content Celie

[child as recipient]

being bullied,
Contact angbulko

ichild as participant)
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ichild as actor)
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Extreme Content — Violent and Hateful

" TrendieUK - Trends £ Follow -

"Trending UK:06:12 PM GMT"
1. #JeSuisCharlie

2. #AskExposure

3. Valdes

4. #cbb2015

5. #StevielLAG

6. #KillAllIMuslims

7. Alex Nell
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Extreme Content and Atrocity Videos

What is the impact of atrocity videos becoming normalised
and available online and in the media?

(Parents report 3 year olds accidently viewing beheading
videos on youtube)

ISLINGTON LONDON Haveringeducation serv?




LONDON Haveringeducation serv?
GRID FOR LEARNING



BBC mistakes ‘Halo’ logo for U.N. Security Council

By Chris Morris N
May 29, 2012 3:00 PM Y + x n n u :

Plugged In

BNtE UnitediNGtions of failingito —of failinG-theIEAaE TS hipA eI ATe R
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‘Assassins Creed’ image mistakenly used in Syria news
story on Danish TV

253 NYMHEDERNE
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London Animator creates joke flag

JUST IN

ISIS FLAG SPOTTED AT GAY PRIDE PARADE m

Haveringeducationservices
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Has Luke finally turned to the Dark Side?
Spanish news reporter confuses Star Wars
Rebel Alliance symbol with that of Al Qaeda
during live broadcast on Paris

=/ ] ATENTADOS EN PARIS
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 How did you find out about the Paris
attacks on Friday 13t

* What have your puplls said about the
attacks

 How did you find out about 9/11
Where were you
How much did you know
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Trending on Social Media instantly #lesui

#parisshooting #parisshooting video #JeSuisCharlie
#parisattack

#JeSuisKouachi

e SuisNico

#tunisia #tunisa attack
video

#tunisia attack video

#tunis

. #TunisiaAttack ‘ . ‘
y L DNDON Haveringeducationservices
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Crowd Sourced Terrorism

Australian Police Arrest 15 Extremists Over a Plot to
Behead “Random Members of the Public”
Thursday, September 18, 2014

“Atrocity videos also draw curious viewers who can
then be contacted and ultimately persuaded to
become foreign fighters”

http://www.abc.net.au/news/2014-09-19/malet-our-new-
era-of-crowdsourced-terrorism/5754818
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Teenage Islamist fanatic 'caught on his way to behead a
British soldier

Court hears Brustholm Ziamani, 19, was stopped and found with the weapons wrapped

inside an Islamic flag. He denies preparing an act of terrorism
By Tom Whitehead, Security Editor
- 11:13AM GMT 09 Feb 2015
O O @ O» Ox O a:
A teenage Islamist fanatic who idolised the Lee Rigby killers was caught

in the street with a hammer and knife on his way to behead a British
soldier, a court heard.

Brustholm Ziamani, 19, was stopped and found with the weapons
wrapped inside an Islamic flag and had researched a series of military
bases around London.

Ziamani denies preparing an act of terrorism Photo

)

The knife, hammer and Shahada flag

He had planned to behead a soldier in an echo of the soldier Lee Rigby
killing and to hold the head up so he could be photographed, the Old
Bailey heard.

He had earlier shown an ex-girlfriend the large hammer and 12 inch
knife shortly before his arrest and told her he was planning a terrorist
ettack and would “kill soldiers”.

ISLINGTON
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When arrested, counter terrorism
police found a cache of extremist
documents, magazines and videos
on his phones and home computer

in Manor Park, east London_ Teenager Kazi Islam found guilty of terror
] ] grooming
He had Googled terms including oz i

'‘what is the best jihad', 'suicide
bomber' and 'how big was 7/7
explosion', as well as looking up the
potential blast range of different

He had also researched Anjem BTy e
Choudhary, Rigby killer Michael

Adebolajo, and former Guantanamo

Bay detainee Moazzam Begg.

B ISLINGTON p o s
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HOME » NEWS =» UKNEWS » TERRORISM IN THE UK

'"Troubled' schoolboys' bomb plot foiled by mother

The two 15-year-olds wanted to bomb Buckingham Palace and Houses of
Parliament but were caught when one of their mothers called the police

The youngsters had been buying chemicals, pipes and
fuses online to make viable devices based on a recipe
in the “Anarchists Cookbook”, Newcastle Crown Court
heard.

In online conversations, they discussed going on a
drug-fuelled rampage, killing families in their homes,
making a beheading video and ending their days as
wanted men.

They also referenced Lee Rigby, the soldier murdered
by two Islamist fanatics and Raoul Moat, who shot
himself in 2010 after going on a gun rampage in
Northumbria.
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“Muslim radical who attacked New York
cops 'spent months visiting jihadist
websites”
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Matthew VanDvke and 1 other follow
g tthe vanuwy anda 1 other 1ollow

Felsty S Flondlan peddocB3 - Jun 27
" ISIS celebrates Gay Love ”yesterday threw 4 off roof & #LoveWins
! 5

@Carminelozzora @kmcshotoftheday thegatewaypundit.com/2015/06/isis-c...

125 67 View photo

Haveringeducationservices
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OFFERS FANTASY BINGO DATING 1O0BS BUYSELL COMPETITIONS HOROSCOPES CARTOONS CROSSWORDS | COOKIE POLICY O\

:
§E8 Get the latest tips and
picks for your team»

Our new FREE Mirror i0S
app is here>

WEBSITE OF THE YEAR

il Mostread @Livefeeds TopVideos News- Politics Football Celebs- TV&Film  Weird News
Sport- Technology ~ Money  Travel Fashion

[[] - News - UK News . Gay marriage

Homophobic pupils could be extremists, says Tory
Nicky Morgan - who voted against gay marriage

16:47, 30 JUNE 2015  BY DAN BLOOM

Nicky Morgan has raised eyebrows with her remarks as a new law forces schools to
spot pupils turning down the path of terror

. - — — —
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Trending on Social Media instantly

#parisshooting #parisshooting video
#parisattack

#JeSuisCharlie
#JeSuisKouachi

#KIilIAIIMuslims

#]esui

#JeSuisCharlie

#JeSuisKouachi

#JeSuisNico

https://www.4chan.org

http://www.reddit.com

Guardian Newspaper Summary

& |SLINGTON
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https://www.facebook.com/video.php?v=10153015720391323&set=vb.10513336322&type=2&theater
https://www.4chan.org/
http://www.reddit.com/

Hashtag# piggyback ...

http://www.theguardian.com/world/2014/sep/24/isis-twitter-
youtube-message-social-media-jihadi

“Isis in duel with Twitter and YouTube to spread
extremist propaganda”

“Piggybacking on Popular hashtags”

#worldcup #iphone6 #MUFC #tomandjerry
#peppapig

#andymurray #scotland #referendum
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95% ()

0 1+ 2 New Tweets

Home - —
Petra Marquardt-B. @WarpedMirrorPMB .
Over 21,000 Twitter users tweeted #JeSuisKouachi to express solidarity
@ with #CharlieHebdo killers haaretz.com/news/world/1.6...
Connect

White Minaret ‘
Muslims Worldwide Pay a big tribute to the Kouachi Brothers.
#JeSuisKouachi pic.twitter.com/hcEM2ToYCg

1 M-Shami-K2
Me ) dohak Follow
FreedomOfSpeech #JeSuisKouachi
This is where Charlie belongs. Spread this.
HELL
|
¢ ¢
\ o ngeducationservices
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Commentators referred to
“Them and Us”

Haveringeducationservices
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Britain First
12 January at 10:17 -

THAT'S BECAUSE OBAMA IS A MUSLIM.

Eric Holder missing from Paris march
President Obama was missing in action today when world leaders linked arms to lead an anti-terrorism ...

www.dailymail.co.uk

il Like 8 Comment A Share
2,669 people like this.

View previous comments...

Don Nelson
He IS a Muslim.
Like - ¢4 1 - More - 14 January

GIVE RESPECT
GET RESPECT

Don Nelson
Then leave! He IS a muslim.
Like - More - 14 January

GIVE RESPECT

GET RESPECT

Haveringeducationservices
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M Ipng. Wl aa! Coming on the metro
ater a day In Newrtasde. There's two Musiim women
a1 SpPOANe Mg and My partner. 10 minutes a0 the
purney some horritle Mtie bastand comes up 1o the
two Iadies and demand that they move for him, then
Tolls them 10 gt off abogemer as he i English and he
has o right 10 be there and they dan't. . And other such
shee

What happened next was mental A few of us
mmediately 10k hm to back off and loave hem
sloos, then gulte Quichly pretty much the whole
carriage joined in. Everyone from mams 10 students 30
nanas wirs leling this kid 1o leeve B latses alone
and told him that be was the one that needed 10 leave,
o5 he ssampad his Sest o nthe Bit and hall arsedly thed
10 argue that he shouldst have 1o leave and we'd be
SOy when the women biew the tran up

Bt by this poirnt he was Boing peetty much yeled ot by
everyore who were 1efing ham %o get off at the next
station. Two older Bickes in thelr 100n Lops and
scarves came formand and said he could leave ot e
Nl 5100 oF he was getsng deagged off. So he tottied
ofF with Bis hate filled Bt tadl Datween his logs whvle
the camriage clapped and gave a iittle cheer and the
worman thanked and hugged everyone for sicking up
for them and said how lovely it waa thet everyone

» Lee L " _ ® »~

e . . hax ey 1geducationservices
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aer a day In Newrtasde There's two Musiim women
Sa! CpPOANe M and My partner. 10 minutes into the
purney some horritde Ittie bastand comes up 1o the
twO Iadies and demand that they move for him, then
Tolls them 10 got off abogether as he i Englsh and he

has o rght 10 be there and they dart_. And other such

shee

What happened next was mental A few of us
mmediately 1043 hm 1o back off and ave hem

slone, then gulte Quichly prefty much the whole

camriage joined in. Everyone from mams 10 students %0

naras wire leling this kid 10 eeve Pe lasses alone

and told hum $hat be was the one that needed 10 leave,

85 he 25ampad his Sewt & Wil Bit and hall arsedly thed

10 argue that he thoud ! have to leave and we'd be .
sOry when the women biew the tran up )




Sunday at 10:00

#blasphemysunday
#JesuisCharlie

A little Muslim kid, crying, can't find his
mother in the supermarket.

The store attendant says ‘What does your
mother look like?’

207K Likes 20.6K Comments

ISLINGTON LONDON Haverngeducationserv?

GRID FOR LEARNING




Sydney siege hashtag #illridewithyou and its
opponents #iwontridewithyou

@QueeniesSoapbox

Tommy Robinson

@TRobinsonNewEra

Founder & ex leader of the English
Defence League Contact info
stephenyaxiennon@btinternet.com other
contacts migclothing@outlook.com
instagram.com/migclothing

@ Luton England

& tommyrobinson.co.uk

(® Joined September 2011

Z Tweet to Tommy Robinson

2 3 Followers you know

s HUFF
7 POST
UK

ISLINGTON

37.1K

LONDON

@TRobinsonNewEra

TWEETS FOLLOWING

4,825

FOLLOWERS

98.5K

FAVORITES

17.2K

Tweets Tweets & replies Photos & videos

Tomn
Hza 4

2TRobinsonNewEra 95% of your supports have been fantastic in their

responses too me. Please RT to show my gratitude. | will support ur cause

4 1

Era * 34m

- Tommy Robinson @TRo
news.sky. com/story/ 1409851/... muslims
murder employees at #CharlieHebdo and who
riots and kills? More muslims As Victims
Burned In Churches

31 12

View summary

Haveringeducationservices
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I’'m a Muslim with a beard. What’s so scary about
that? Guardian Oct 29

People stare.
Sometimes, on the
tube, they cross the
carriage to create a
space between us

Watch Pharrell - Happy British Muslims! #HAPPY DAY
https.//www.youtube.com/watch?v=gVDIXqglLqQSM

Response
https://www.youtube.com/watch?v=2bcwOJvpyJA

1 Haveringeducationservices
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https://www.youtube.com/watch?v=gVDIXqILqSM
https://www.youtube.com/watch?v=2bcwOJvpyJA

=" MailOnline RightMinds

How we can beat these evil
butchers: MAX HASTINGS says
GCHQ are our best hope of
keeping Britain safe from
murderous Islam

By Max Hastings for the Daily Mail
00:11 29 Jun 2015, updated 01:25 29 Jun 2015

e




- liked this.

€7 Britain First

| "‘.1’"'&;.,'."] al 1 :","

On this day 33 years ago, the Falklands War ended. God bless
the fallen! OCS
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Like Comment Share
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Comic Jason Manford is targeted by
supporters of far right Britain First group
after deleting old schoolfriends who shared
'racist’ videos on Facebook

. Comedian said he deleted Facebook friends sharing Britain First videos
. Status provoked a backlash and was accused of not supporting country
. But Manford says he does support troops without being 'anti-lslamic’

By JENNIFER NEWTON FOR MAILONLINE
PUBLISHED: 18:05, 29 June 2015 | UPDATED: 22:59, 29 June 2015

Haveringeducation serv?
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Challenging your ‘friends’

Dear zzz
I'm writing a private message because | noticed you

liked a post from 'Britain First' with a photo if zzzz
and | didn't know if you knew anything about them.
They have a huge number of followers and appear
on face value to be a patriotic group. They are in
fact a very right wing extremist group and they use
their Facebook 'shares’ to reach new audiences.

Haveringeducation serv?
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They posted a photo of a starving dog in 2014 with a
link to donate to a charity to help, when in fact the
money was going straight into their organisation; they
pulled a similar stunt with a poppy appeal. Some
members were in the BNP but considered it too
moderate. Britain First advocates taking direct violent
action against all Muslims in the UK.

| would hate you, to be linked with them, even if only
In a FB post.

Haveringeducation serv?
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Timeline Photos
Back to Aloum - Britain First's photos - Britain Firsts Page

) —
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Britain Firstis a BNP
splinter group

The largest and fastest
growing UK political page
on Facebook

A MAN who starved his dog has The image to Is one_of their
most popular fundraising

w.'alked free from court. campaigns ever (shared
David Lowe, 33, was charged 791,234 times).
with a string of
ahimal cruelty offences.
SHARE IF YOU THINK HE DESERVED
TO GO TO PRISON

Haveringeducationservices
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Share 3 Swasia nwad if Matt e Beooge!
you taally Dakeve In. Pigs
v Reply S22

€ 2Rachs

3 Tomy Gibbons | am curenty snving in He
Entich Army and have dome for 34 years Not
one of my Comrades JUPOOn Entan Frst and it

SRS 10 Ik 10 The MARary Of B DOy

pUSng 2out erd, hat leaf

This Britain First post had more than 133,000 shares

So far there have been more than 133,000 shares for a picture
a poppy telling people to “press share to pin a poppy to your
wall and show your respect”.

“We will remember them...please share,” another post read,
drawing 640 “likes”.
educationservices

| S LINN G Another photo showed Britain First’s “armoured” Landrover

decked ont in camonflace with nonnv on ite bhumner



SATURDAY 30TH JANUARY, 1PM
DEWSBURY TRAIN STATION
WELLINGTON ROAD, DEWSBURY

WF13 THF —
ALL PATRIOTS ARE WELCOME TO ATTEND _/f- J(fvdc kae below

Britd it %shﬁghfmckf
ey B SCV1 BT AylyR v ‘8 -

1.1M Likes i Like

Britain First is a patriotic political party. Here you can join forces with patriots like you!

Haveringeducationservices
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Election 2015

* Immigration Issues in the UK
b X

1 1,665 people like this.

N L7
1IN

& 3,25

0 shares

L] View previous comments

Pamela Jane hilarious.. we can,t demonstrate
the very basics we preach to our children daily!

CUT THE CRA P share...dont steal....be kind... be polite... dont
WE THE PEOPLE DEMAND fight..etc etc what a joke
Like
OUR COUNTRY BACK Pamela Jane cassie.. tonnes of ex pats are sat
POLICE BACK ONTHE BEAT pissed as we speak outside bars the world over
PROPER JUDGES claiming non means tested DLA without
HARSHER SENTENCES declaring they are even away from the uk!
JOBS FOR THE BRITISH Lo
CUT ON IMMIGRATION Pamela Jane british culture .... me mine grab
OUR OWNBILL OF RIGHTS more need mine push shove grab... vile

Like

E.UREFERENDUM
THIS IS OUR COUNTRY

gm David Royce Steward in the US we do not have
T hospital wards 2 only in a room .. the spranish
are taking over the US

Like

Bl Robert Cash if we got england back for the

% annlich all tha avnate wanld rama hank n

Options | Share Send Like

in the UK's photos

ISLINGTON

LONDON

James Whyte added 4 new photos.

Friday at 05:27 - Editec

Bloody immigrants. Coming over here, making a massive contribution

to our society.

IMMIGR

FOR 7 YEARS | HAVE
BEEN SAVING LIVES
AND YOUR LIFE
COULD BE
SAVED
NEXT

AME: LUKAS BELINA
COUNTRY OF ORIGIN: POLAND
IGHTER

NOXENOPHOBIA.ORG

CAMPRIGN Y HOREY RAZED KEY DCMATIONS @Y

a5 oo =

™ mu T CEI o O LI DA CROWD FUNDING {é m} url_:_&;

SUPPORTED BY THE INTERNATIONAL ORGANIZATION FOR MIGRATION JOM) AND THE TRADES UNON CONGRESS (TUC)

GRID FOR LEARNING
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IMMIG

| HAVE TAUGHT
ENGLISH TO OVER
2400 STUDENTS
AND WAS THE
FIRST BLACK
PRESIDENT
OF THE NUT

IMMIG

FOR 15 YEARS
| HAVE BEEN
HELPING PEOPLE
WITH DEPRESSION,

ANXIETY AND

SGHEUPHHENIA NAME: ROSEMARIE RAMKISSOON

COUNTRY OF ORIGIN: THE REPUBLIC OF TRINIDAD AND TOBAGO

IMMIGRANT

FOR 13 YEARS | HAVE
BEEN CHAMPIONING
HUMAN RIGHTS
AND FIGHTING
FOR JUSTICE

NAME: BAUJEET GHALE
COUNTRY OF ORIGIN: KENYA'

T

NAME: § CHELVAN

Haveringeducationservices



“I’m voting UKIP to keep all the foreigners
out” Primary school boy meets Tristan Hunt
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Facebook introduce warnings over videos

stating their contents might "shock, offend
and upset" if viewed.

Auto streaming remains Instagram and other platforms

&8 BBC Business News 20+ Videos that contain graphic content can shock, offend and

upset

L] Like Pages Are you sure you want (o see this?

C % Pa
LJ Cr & Ad

BB( n

' CLIC 2000

= Ma Gro
"+ Cr
& Fi
& Famuly
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Isis videos 'excite’ group's
supporters

« Evidence from the Twitter, Facebook, Ask.fm and Instagram accounts
of 450 foreign fighters in Syria and Iraq and others who follow them
suggests the filmed murders and speeches attacking Washington and
London appear to have made Isis's cause more glamorous to
extremists abroad, according to the International Centre for the Study
of Radicalisation (ICSR) at King's College London.

« http://Iwww.theguardian.com/world/2014/sep/14/isis-videos-excite-
groups-supporters-david-haines-syria

« http://Iwww.theguardian.com/commentisfree/2014/sep/03/isis-
beheading-videos-propaganda-working

Haveringeducationservices
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http://www.theguardian.com/world/2014/sep/14/isis-videos-excite-groups-supporters-david-haines-syria
http://www.theguardian.com/commentisfree/2014/sep/03/isis-beheading-videos-propaganda-working

Contact — Grooming

Teenager Kazi Islam found guilty of terror
grooming

© 29 April 2015 | UK

The teenager who was groomed told the BBC's June Kelly he was frightened to tell people about Kazi
Islam (pictured)

LONDON
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Luton

Three arrests at Luton Britain First march
and counter-protest

@© 28 June 2015 Beds, Herts & Bucks

About 250 people took part in the march, police said
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The Halane twins, Manchester

.
’
.

.

http://www.theguardian.com/world/2014/sep/06/br
sh-women-married-to-jihad-isis-syria

“Social media accounts used to encourage othe
women to join them in Syria”

Melanie Smith from King’s College International Centre for the
Study of Radicalisation has been tracking through their social media
accounts 21 British women who have joined Isis

“I have literally no money to come [to Syria], and | can’t take out
loans ... because I’m too young is there any way you can help?”
The reply from the self-styled jihadists is swift: “Message

us privately.”

Trawling through the online lives of the women and girls who have joined the
extremist group can feel like reading a web version of the satirical film, Four
Lions — in which home-grown suicide bombers bungle various terrorism

. MISSIONS. LONDON Haveringeducationservices
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Yusra - Bristol

“Yusra is a star pupil ... all have
concluded she must have been
radicalised — via the internet”

..
L

Friend says Yusra's family noticed she
was on phone and computer a lot.

Sara Khan from Inspire

“major role of social media, internet” in
connecting bright, inquisitive young
people in the UK with extremists”
http://www.wewillinspire.com/the-
british-women-married-to-jihad-
guardian

ISLINGTON LONDON Haverngeducationserv?



http://www.wewillinspire.com/the-british-women-married-to-jihad-guardian

Agsa Mahmood - Glasgow

http://www.bbc.co.uk/programmes/b05qqg4cO

Home Episodes Clips Articles

Last on

aaE Last Thursday

TWO 9350

BBC TWO SCOTLAND ONLY

More episodes

PREVIOUS

Quelle Catastrophe! D
France with Robert

Peston

N N NEXT
g = - . . Kill the Christians
Britain's Jihadi Brides

Agsa Mahmood (Umm Layth's) online world

“Follow the examples of your brothers from Woolwich,
Texas and Boston,” she tweeted. “If you cannot make it to
the battlefield, then bring the battlefield to yourself.”

ISLINGTON LONDON Haverngeducationserv?




KEEP IT
HALAL

AND

GET
MARRIED

Jihad Matchmaker

JihadMatchmaker

Jihad Matchmaker is her
seeking marriage in Syria
manner. InshaAllah, helpi
the aim. Direct Message

¢ Free Syria
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* Britain on terror alert: Special forces
on streets of London as experts warn
ISIS is using PlayStation 4 network to
recruit and plan attacks because it's
'more secure than WhatsApp*

http://www.dailymail.co.uk/news/article-3319279/Britain-terror-
alert-Special-forces-streets-London-security-experts-warn-1SIS-
using-secure-cyber-caliphate-plan-attacks.html

& LONDON Iaverngeducationserv9




Example posts and use of social media by young girls

“Accounts of Jihadi brides are full of
hope and naive romanticism.”

http://www.standard.co.uk/lifestyle/london-
life/internet-brides-of-jihad-how-islamic-state-is-
using-social-media-to-lure-young-british-women-to-
syria-9846143.html

http://www.huffingtonpost.co.uk/2014/09/02/the-
british-jihadi-janes-who-have-left-to-fight-with-islamic-
state n 5752804.html

£ ISLINGTON LONDON
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The Sun Newspaper's ‘Unite against Isis’
and risks to school girls online"

« “A social media movement may seem irrelevant to some but

consider the brides being recruited online and how important the
webis ....... ?

| TRADE IN JTHADI BRIDES

SHOTGUN| WEDDING

[ J

8] (1) Reporter poses
o as Brit schoolgirl

2 Terror Twin acts

g5 ’ - Sur qeon
™ as wedding fixer Sugecn

BN 3 Hubby' is AK47 o e " OV
S toting I.5. fighter ‘ :
Sun
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Bethnal Green

Channel 4 News

http://www.dailymail.co.uk/news/article-
2964421/Brainwashed-bedrooms-

=

British-schoolqirl-jihadi-brides-fled-Syria-join-
|ISIS-following-70-extremists-Twitter-
accounts-internet-giant-refused-
axe.html#ixzz3Shff2pkR

.
b

“Teenage 'jihadi brides’ were ruthlessly groomed online”

“Twitter accused of allowing them to be 'brainwashed in their
bedrooms”

“One of the girls was ‘following' more than 70 known extremists on
the site”

ISLINGTON LONDON Haveringeducation serv?



https://www.youtube.com/watch?v=0_d7QVHjhfY
http://www.dailymail.co.uk/news/article-2964421/Brainwashed-bedrooms-British-schoolgirl-jihadi-brides-fled-Syria-join-ISIS-following-70-extremists-Twitter-accounts-internet-giant-refused-axe.html#ixzz3Shff2pkR
http://www.dailymail.co.uk/news/article-2964421/Brainwashed-bedrooms-British-schoolgirl-jihadi-brides-fled-Syria-join-ISIS-following-70-extremists-Twitter-accounts-internet-giant-refused-axe.html#ixzz3Shff2pkR

Sheikh Google

http://www.telegraph.co.uk/women/womens-
life/11120869/Muslim-women-Forget-radicalisation-in-mosques-
Sheikh-Google-is-the-real-threat-to-young-Muslims.html

Che Telearaph

Home Video News World Sport Finance Comment Culiture Travel Life Women B Ntey

Politics Work Family Sex Life Health Wonder Women Columnists Vitality

HOME » WOMEN »

Forget radicalisation in mosques - 'Sheikh Google' is the
real threat to young Muslims

As British Muslim women speak up against the so-called Islamic State, Radhika
Sanghani learns that their biggest concern is their children being radicalised online

ISLINGTON LONDON Havemgeducationserv?




Married at NINE — ISIS Manifesto
ISIS manifesto aimed at recruiting women

ISIS report detalls life of extreme oppression faced by women
joining ISIS

Women are forced into life of cooking, cleaning and
childbearing for jihadis

Adult men to marry girls aged nine
all 'pure' females should be married by 16
Beauty salons and shops selling fashionable clothing are also

condemned as satanic
Haveringeducation serv?
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“Portsmouth under strain after death of fourth (young
man aged 19) jihadi from city”

“At Friday prayer, we have advised
people not to go to Syria, and said
this is not jihad,” Jalil said. “| ask
myself why these boys working in
normal jobs would go there. | think
they must have been influenced
by the internet.

http://www.theguardian.com/uk-
news/2014/oct/26/portsmouth-jihadi-city-mehdi-
hassan

ofis Haveringeducationservices
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“The Pompey jihadis: how did one English city
produce six young fighters for Isis?”

The feeling among some is that Hampshire’s
cohort of fighters has nothing to do with
Portsmouth. Instead they point out how they are
radicalised online, often through Isis’s skilled use
of social media. “It happens in their bedrooms,
no one can reach them,” says Thakur,

mimicking manic typing on the bonnet of a
parked car.

http://www.theguardian.com/uk-
news/2014/oct/26/portsmouth-jihadis-isis-islamic-state

& LONDON Ia\/erngeducationserv?
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http://www.dailymail.co.uk/news/article-2807574/EXx-
private-schoolboy-19-fourth-Portsmouth-jihadist-die-
fighting-1SIS-family-say-wanted-return-home-months-
scared-happen-him.html

Abu Abdullah was behind an Ask.Fm travel guide for
would-be jihadists that formed part of an attempt to recruit
young Britons to Iraq and Syria.

One user asked him: 'l havent any traveling and I'm
underage but what do you mean with no worries about
money. honestly | don't know how to change money into
tukish or syrian money. How does it work? | can't ask my
parents or they will now [sic]'.

ofis Haveringeducationservices
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http://www.dailymail.co.uk/news/article-2807574/Ex-private-schoolboy-19-fourth-Portsmouth-jihadist-die-fighting-ISIS-family-say-wanted-return-home-months-scared-happen-him.html

Cardiff South constituency is the home of alleged ISIS fighters
Nasser Muthana (20) Reyaad Khan (20) and Aseel Muthana
(17) who appeared in an online video filmed in Syria

radicalisation of the young fighters had been due to ‘individuals coming in”
[to the constituency] and “proactively grooming these young people” and

to “their exposure to on-line material well away from the gaze of local
community leaders, imams and their families”.

Stephen Doughty (Labour and
Co-operative MP for Cardiff South and
Penarth)
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Islamic State — Prolific use of Social Media

« At least 28,000 Twitter accounts supporting the
slamic State, since the beheading of American
journalist James Foley, according to NBC News.

e |slamic State moves to other social networks after
Twitter clampdown - Diaspora

« http://www.theguardian.com/technology/2014/aug/
21/islamic-state-isis-social-media-diaspora-twitter-
clampdown

1 Haveringeducationservices
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http://www.nbcnews.com/storyline/isis-terror/28-000-pro-isis-twitter-accounts-created-james-foley-murder-n195401
http://www.theguardian.com/technology/2014/aug/21/islamic-state-isis-social-media-diaspora-twitter-clampdown

Islamic State — Prolific use of Social Media

« At IeastTwitter accounts supporting the
slamic State, since the beheading of American
journalist James Foley, according to NBC News.

e |slamic State moves to other social networks after
Twitter clampdown - Diaspora

« http://www.theguardian.com/technology/2014/aug/
21/islamic-state-isis-social-media-diaspora-twitter-
clampdown
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http://www.nbcnews.com/storyline/isis-terror/28-000-pro-isis-twitter-accounts-created-james-foley-murder-n195401
http://www.theguardian.com/technology/2014/aug/21/islamic-state-isis-social-media-diaspora-twitter-clampdown

Sara Khan tells the Guardian that younger women
may rebel against cultural practices using religion to
challenge their parents’ strictures on everything from
arranged marriages to education. This can be
problematic if they choose ultra-conservative sources
as their guide. Such ultra-conservatism has gained
ground recently while mainstream interpretations have
been drowned out. “There is a feeling that the more
hardline your interpretation, the more authentic it is,
and that’s not the case at all — it's just not true of
Islamic law.”
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abuse

Gang Child Sexual
membership exploitation

Grooming

process
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Radicalisation .
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Physical
and
emotional
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Antl propaganda

Counter narrative

Report
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- Y ars

hinking critically about
what you see online

<) Childnet

— ¥ |nternational
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A graphic from a police guide for school staff showing possible indicators of
‘radicalisation’. [SOURCE: ACPO]




A graphic from a police guide for school staff showing possible indicators of
‘radicalisation’. [SOURCE: ACPO]

religious beliefs and/

or lifestyle choices/

extreme polical
views




e Pay attention
e Ask questions
e Stay involved

A LONDON Haveringeducationservices




Reportit.....

1 Haveringeducationservices
& |SLINGTON o s 7




Follow your in-setting
safeguarding and child protection
processes

Report to your designated child
protection lead

1 Haveringeducationservices
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Each setting should have an
identified lead - SPOC single point of
contact — could be a named member
of the CP team - to liaise with your
local prevent officer

LONDON Haveringeducation serv?
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Find contacts for

e Local area Prevent co-ordinator
e MASH
(Multi-agency safegaudring hub)
e LADO
(Local Authority Designated Officer)
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HELP REPORT

ONLINE EXTREMISM

The glorification of violence and extremism is spreading on social
media. It poisons minds and costs lives. You can stop it in its tracks.
Now is the time to act.

Now is the time to See it, Report it.

B LONDON Haveringeducationservices
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IF YOU SEE OR HEAR SOMETHING THAT
COULD BE TERRORIST RELATED, TRUST YOUR
INSTINCTS AND CALL THE CONFIDENTIAL

J ANTI-TERRORIST HOTLINE.

OUR SPECIALLY TRAINED OFFICERS WILL
TAKE IT FROM THERE.

0800 789 321

YOUR CALL COULD SAVE LIVES

9%, | METROPOLITAN CITY-LONDON BRITISH
S| potice POLICE o

TOTAL POLICING -'-5'-"-'-’-'-'-'-'
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101 and 999

LONDON Haveringeducation serv?

& |SLINGTON



Support,
guidance,
advice ....
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v , Department
Home Office | for Education

HOW SOCIAL MEDIA IS USED TO

ENCOURAGE TRAVEL TO SYRIA AND IRAQ
BRIEFING NOTE FOR SCHOOLS

Terrorist organisations, such as ISIL, are trying to radicalise and recruit young people through
an extensive use of social media and the internet. Young people, some as young as 14, have
tried to leave the UK to travel to join ISIL and other terrorist groups in Syria and lIraq.

As with other online harms, every teacher needs to be aware of the risks posed by the online
activity of extremist and terrorist groups. This briefing note is aimed at head teachers, teachers
and safequarding leads and provides advice about online terrorist and extremist material. It
includes a short summary of some of the main ISIL propaganda claims and identifies social
media sites which ISIL is using.

What action do schools and teachers need to take?

Schools have a vital role to play in protecting pupils from the risks of extremism and
radicalisation. Keeping children safe from risks posed by terrorist exploitation of social media
should be approached in the same way as safeguarding children from any other online abuse.

* In the same way that teachers are vigilant about signs of possible physical or emotional
abuse in any of their pupils, if you have a concern for the safety of a specific young person at
risk of radicalisation, you should follow your school’s safeguarding procedures, including
discussing with your school’'s designated safeguarding lead, and where deemed necessary, services
with children’s social care. If you are in a ‘Prevent’ priority area, your local authority will have a
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'|‘l'?‘ X l ‘m Google
35| v | @8 Letter to Baghdadi - Open ... | € Prevent for Schools : X |
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Welcome to the Prevent website Background Help (FAQs) - Updated 2015 Briefing Information

If you click the various links you will find a variety of resources which can be used to help educate and safeguard pupils in your school. These

resources have been quality assured by the Lancashire Prevent for Education Group which comprises all 14 districts. Should you require any help
you can telephone 01772 413366.

Prevent for Prevent for Prevent for
Primary Schools Schools HE/FE

Home | Primary Prevent | Respect | A Rich Tapestry | Everyone has the right | The Growth of Culture | Multicultural Community | The SCARF Pack | Other Useful Resources (Primary)
Secondary Prevent | ACT Now | Staying Safe on the Internet | One Exireme to the Other |Where's the Line | Fact2 Back to you | The Art of Prevention | Safeguarding A
Watch Over Me | DfE Report | Not In My Name | P4C | Learning Together to be Safe | Other Useful Resources
Disclaimer | Acknowledgements

¥

- M ]
Lancashite 4 pacipooicounci % | Lancashire
Council ¢ e RTTC) BLACKBURN] Constabulary
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Home | Information | Learning Resources | Computing | Services | E-Safety | Support |

Counter-Extremism

Extremism is not a new topic in education, but schools now have a statutory obligation to stay abreast of the latest legislation and
developments, and to remain proactive and strategic. LGfL is committed to bringing the latest and best official advice to the attention of
its schools through the work of its e-safety group and other expert partners.

Background and Conference Links and Resources British Values _

In response to potential concerns from teachers, and in partnership with Sara Khan from

counter-extremism and women's rights organisation Inspire, LGfL has created an open-access CO l l N’I ' Ii‘ R_
video resource for all UK schools: Counter-Extremism - narratives and conversations. It is

primarily aimed at school staff, but may be deemed appropriate for use in Citizenship and PSHE EXTREM ISM

lessons. )

narratives and
Sara kKhan's views are often sought by government and media; in the new resource, she offers conversations
information, insights and advice to help schools navigate this difficult area. She highlights the
fact that mainstream Islam and ISIS are worlds apart, and lays out principles that apply equally
to all forms of extremism, including the far-right.

| NEW': video resource

- This resource should not only build professionals' confidence in safeguarding young people,
S but also help in challenging anti-Muslim sentiment. It is designed to be clear, self-
il el cxplanatory and easy to use. It has been primarily designed with a teacher audience in
S el | mind, and is useful for class teachers, school leadership teams, and non-teaching staff
alike. It will help guide higher-level strategy formation, but is just as helpful for provoking
saties prigogundatn discussion and reflection on an individual basis.
g ging youmng gleis?
Whether planning CPD for all staff, or meeting as an SLT to discuss policy in this area,

schools are encouraged to visit Counter-Extremism - narratives and conversations




The far-right perspective The ISIS perspective

What is the role What is the role of
of online propaganda online propaganda in
in engaging engaging young girls?
young people?

The ISIS perspective The far-right perspective

How significant is
the role played

How can schools

use the internet

by the Internet to push back

. A 9 = -
and social media against extremism?
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* Onlinesafety.lgfl.net

» Or for links and a huge amount
of extra content
digitallyconfident.org

LONDON Haverngeducationserv?

& |SLINGTON



