Risk Assessment Checklist

Carried out by:

Role:

Date:

	
	Yes
	No
	Further information

	General Considerations

	Endorsed by recognised authority for education use
	
	
	

	Service has good reputation for dealing with concerns
	
	
	

	SLT Approval
	
	
	

	Documented in School Policies and procedures
	
	
	

	Whole School e-Safety training provided
	
	
	

	Privacy and Data Security

	Registration of users required?
	
	
	

	Anonymous registration possible?
	
	
	

	User posts attributed to real, verified identities?
	
	
	

	Service can be administrated by staff
	
	
	

	Minimum age is suitable for the setting?
	
	
	

	Privacy tools
	
	
	

	Personal Data Collected – Logs Data
	
	
	

	Personal Data Collected – Email Address
	
	
	

	Personal Data Collected – Address/Phone numbers
	
	
	

	Personal Data Collected – IP Address
	
	
	

	Personal Data Collected – Cookies (Sessional or persistent)
	
	
	

	Personal Data Collected – Data sharing with other services
	
	
	

	Content Suitability

	High Bandwidth – Internet radio/TV
	
	
	

	High Bandwidth – Internet telephony
	
	
	

	High Bandwidth – File sharing
	
	
	

	High Bandwidth – Personal Storage
	
	
	

	High Bandwidth – Streaming Media
	
	
	

	Adult Material
	
	
	

	Advertising Material
	
	
	

	Dating/Personal
	
	
	

	Weapons
	
	
	

	Promotion of drugs, alcohol, tobacco etc
	
	
	

	Promotion of violence, hatred, racism etc
	
	
	

	Promotion of gambling
	
	
	

	Promotion of extremist organisations
	
	
	

	Promotion of Illegal Activity
	
	
	

	Promotion of computer misuse
	
	
	

	Other inappropriate content
	
	
	

	Communication

	Moderated by CRB Checked Adult
	
	
	

	Teacher/staff admin controls
	
	
	

	Age banding/tools provided
	
	
	

	Communication between pupils (within school)
	
	
	

	Communication between pupils (outside of school)
	
	
	

	Child to teacher communication allowed
	
	
	

	Unverified users present
	
	
	

	Other Considerations

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Key:

	
	High risk identified: Unsuitable to use

	
	Risk Identified: Action required/Proceed with caution

	
	Limited risk


